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DEPARTMENT OF INTELLECTUAL
AND DEVELOPMENTAL DISABILITIES




SECURE EMAIL

This material covers information
for state and non state
employees who send and
receive emails that contain
protected information for the
Department of Intellectual and
Developmental Disabilities



dllowing sections are covered:
Sending

using the state email system (pg. 7-10)

state email address to state email address (pg. 11 -12

state email address to non state email address (pg

iving
2 email address to state email address (pg
ail address to non state email addr




Any state employee using the state email system
can send secure emails to state and non state
employees.

The current state email system for DIDD
employees is Outlook:
* Qutlook 2003
* (Qutlook 2010

e Qutlook Web (mail.tn.gov)

To ensure the content of an email is protected,
that email must originate from the state email system.

Note: The state email system directs emails which have been identified
as secure and are addressed to non state email addresses to the State of
Tennessee Secure Web Mail portal. f




When using the state email system to send
emails that contain HIPAA Information, an
iIndividual’s demographics, or any information
specific enough to identify that individual and
services, then [secure email] is included in the
subject line.

This is mandatory for DIDD employees when
sending to non state email addresses.

It is strongly recommended even when
sending to state email addresses. Doing so lessens
the chance of emails being forwarded to non state
email addresses unsecured.
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xamples of non state email address:
whoever@yahoo.com
someone@gmail.com
nybody@comcast.net
ople@hotmail.com
oyee@agencyname.com

ate email address:
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Sending
[secure email]
from the state
email system



III

)e the words “secure email” inside bracket

e subject line of the email.
ple: [secure email]

H | + ¥ |¥ [secure email] Hippa Information - Message (HTML

File ) Message Insert Cptions Format Text Review

!j}] jﬂ: CalibriBoar = 11 =~ A" A" | IZ-1=- & ﬁ @[ Q .j @,

Paste by . . i & | Address Check  Attach Attach Signature
- o Format Painter B 7u|¥ '&' |Ei .| HBaai: Mames File J].;em* g_

Clipboard Basic Text = Mames Include

From = Renee Johnson@tn.gov
n

Send = [-.-.-Iv:, -
Ceaa il

Subject: |.[SI~I:|.FFE :mailj H'r.ﬂl:ra Iﬁf-unna'ti.un SUbjC(t :5! cure emall] HIDDB lnfO m atlon
attached: ﬂwmﬂ Saes —

Please see the attached document. Yada yada yada




ure email] can be anywhere in the subject li

secure email] yada yada yada
secure email] blah blah blah
secure email] yada blah yad

this that and the o




Remember when sending [secure email]
OT use a persons First and Last Name i
Subject Line.




ending [secure email




Sending [secure email] from
state email address to state email address

OIR has enabled email encryption within
the state email system. All emails sent from
state email addresses to state email addresses
are automatically protected.

It is strongly recommended that DIDD
employees using the state email system include
[secure email] in the Subject line when sending
protected information in a new email, replying
to an email, or forwarding an email to another
state email address.
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ending [secure email




Sending [secure email] from
state email address to non state email address

It is mandatory for DIDD employees using
the state email system to include [secure email]
in the Subject line when sending protected
information in a new email, replying to an email
or forwarding an email to a non state email
address.

This enables email encryption that is
handled by McAfee Gateway Appliances, which
Is the State of Tennessee Secure Web Mail portal.
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Remember:

n in doubt, assume t
ssage contains




Sending [secure email] from
ate email address to non state email address (con

The state email address receives a Mai
toring Notification email from Secure
when a secure email is being ser
mail address.

e -. . 0 ) . i =
% lgnore x \ a) | B2 Mesting ui_; Move to: ? i To Manag
- d (33 Team E-mail & Daone

3 &
jj g 322 “';._'}C'!‘ﬂn UIJ -

MNew  MNew Delete | Reply Reply Forward &2 ) -
Foinall: Beims = &funh - s AII:‘ ra‘ More i@ Reply & Delete & Create He

Hew Delete Respond Quick Steps
4 Favorites il

L'_J M) | 1V D@ From | Subj

LB Unread Mail (2551) | = | Subjedt

(=] Sent Items

4 Date: Today
' 4 Secure Delivery

40 T v m b B e e

{a] Deleted Items (5]



Sending [secure email] from
ate email address to non state email address (con

The Mail Monitoring Notification email
des information that it detected a sec
being sent & provides informatior
age ID, Sender, Recipient, &

From: Secure Delivery <secure_delivery @tn.gov = Sepk Sat8/41/2012° 18
T Renes Johnson

Ce

Subject: Mail Monitoring Motification

This is an automatically generated Mail Monitoring notification. This system has
detected that you have sent an email with [secure email] in the subject field. The
system will first attempt to send the message with TLS encryption. Should that fail,
the email will be routed to the Secure Web Delivery server (SWD) for the recipient
to retrieve.

The specifics of the message are as follows;

Date: 53t Aug 11 13:55:09 2012

MWiessage [D: 12460777

Sender: renee.johnson@tn.gov

Recipient: lagenejohnson@comcast.net

Subject: [secure email] test from web outlook at home




Sending [secure email] from
state email address to non state email address (cont.)

The non state email address receives a
ecure Web Delivery Notification email from the
ite email address containing a link to the Stat
ennessee Secure Web Mail portal where the

| protected email message can be ret

Voice Address Book Calendar

* Folders (A || 2 Hew » 1] Get Mail
e Inbox (422) |—| = | Eram
=y Sent |

to All &= Forward _E

| il | 2ybject

| Robyn Greenspan Lagene , learn what the CEQ is thinking abo

; DERSE [ & SniqueAway Thi... Daytona Beach | Philadelphia | Fort Myers, F
Spam

fi Trash ‘Td & ray smotherman Secure Web Delivery Nofification

™ 737 (3) : [ ® RaySmotherman [l Document?




Recelving
[secure email]
from the state
email system



ceiving [secure em
sent from




Receiving [secure email] sent from
state email address to state email address

OIR has enabled email encryption within the
state email system.

You will receive the email in your inbox that
contains protected information in the same manner
as all other emails. Whether you are using Outlook
2003, 2010, or Outlook Web.

There are no additional steps needed. The only
difference you will notice is that [secure email] is
included the Subject line.

Note: In this case email messages are not directed to the Secure Web Mail portal
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Receiving [secure email] sent from
te email address to state email address (cor

Inbox - Reneedohnson@tn.gov - |

Home Send /[ PBeceive Falder Ins
| P' B lder i L __
oy e ’ T k" ;
r,=... “algnore x i H A [,\__a Pl Mesting 25 Mave to: 7
: #5 Clean Up = &1

|2 Team E-mail
Delete Reply Reply Forward - | =
E-mail Htems = &.Junk' All % Mire [ Q Reply & Delete

Mew Delete Respond | Juick
£

4 Favaorites
@ Inbox
LG Unread Mail (2556)
IE Sent Items

1% | 00 From | subject

e e

[Secure Email] Inside 5tate with attachme

Fay Smatherman Documentl
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Delete | Eespond Cuick Steps

From: Ray Smotherman

To: Renee Johnson

ce

Subject: [secure email] state to state

See? | told ya

Ray Smotherman
Dept. of Intellectual and Developmental Disabilities




eceiving [secure emai
sent from
mail




Receiving [secure email] sent from
tate email address to non state email address (cont

en the Secure Web Delivery Notification
il from the state email address.

Voice Address Book Calendar P

Folders [y | || & Hew ~ f_fj Get Mail Eeply Heply to All &= Forward __“g
i Inbox (422) |—|..-. | From | ] | subject

2y Sent | 2 Robyn Greenspan Lagene , learn what the CEQ is thinking abo
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Receiving [secure email] sent from
te email address to non state email address (cor

The email contains a link to the State of
see Secure Web Mail Portal where t
orotected email message can ber

ome Email Voice Address Book Calendar Preferences [REERRTIs1E

& Hew * '] GetMail <= Reply <0 ReplytoAll = Forward [fyDelete 5 Move I Spi

[%] cLosE  Secure Web Delivery Notification “ray smotherman®
Add 1o Add 30
* Sent By: "T8Y Smotherman® Onzdug 0812 908 = = s

<ray.smotherman@tn.gov> AN
Te: lagensphnsoniBcomeast nat

Do not reply to this email, You have received a secure email from the State of Tepnesses,
Click the link to view the secure web delivery:

From: ray.smotherman®tn, gov
Subject: [secure email] Test Test

Wiew Message
You will be prompted for your email id and password to protect your account.

Click on the link below if you have forgotten your password.
Forgot Your Password?

you encounter any issues with the Secure Web Delivery Portal please contact your sender.



Accessing
[secure email]

from the

Secure Web Mail
portal



ccessing [secure email] from the Secure Web Mail portc

From: ray.smotherman@tn.gov

licking the View Message | suiect secure email attachment attachec
kin the email e
ytification you received
Open your internet =~ [oomuemessemes i
er, taking you to the
eb Mail portal

)

You will be prompted for your email id and pa:

ernet Explorer

@.

Note: Only non state email address will
access the Secure Web Mail portal.
Remember the state email system has
email encryption enabled.




cessing [secure email] from the Secure Web Mail por
(cont.)

irst time you are accessing the . =
> Web Mail portal from this [
te email address, you will
eate a password .

1e field is your email
matically filled in.

Please login to access Secure Web Mail.
east

UserName: b eety33@yahoo.com

Password:

Confirm Password:




ccessing [secure email] from the Secure Web Mail por
(cont.)

ernet Explorer,

ach time you access the .-
cure Web Mail portal the  * ?‘ﬁ_‘ " B
ar Name field is

atically filled in with

mail address.

@.

gssword you
Password field.

0lh

Please login to access Secure Web Mail.

User Name: lagenejohnson @comcast.net

Password: i|
|

. Reset

Disclaimer



Accessing [secure email] from the Secure Web Mail porta
(cont.)

From: ray.smotherman®tn.gov
Subject: [secure email] Test Test

you do not remember your

1ssword, click the Forgot Your

word link in the email | o

o . . Click on the link below if you have
ation you received. Forgot Your Password?

View Message

You will be prompted for your email

Information

= dn

= L.

from

Temporary password has been emailed to your email

address. Please click the attachment/link from the
notification to access login page and reset your
password.
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essing [secure email] from the Secure Web Mail por
(cont.)

turn to your non state
I'I and Open the Home Email Voice Address Book Calendar Preferences ™ 54
. # New = 'V GetMail = Reply <% ReplytoAll = Forward [fDelete 'L Move !
e Web Delivery . - 8 sutiec |

= Secure Email Secure Web Delivery Password Reset Notification
ord R
r eset = Keep Kids Alive ... Keep Kids Alive Drive 25 In the News!

- & Sniguefway Tod... Poconos, PA | Key West, FL | Alberta, Canada
on from
& Living Social Deals Dental Exam + X-Rays + Teeth Whitening

T Charlntte Goneh Raos Cinn lin Shoot (ITMCT A S SIFIFDY

Email Voice Address Book Calendar Preferences ™ Secure Web Deli JRERREIRTCRUE NI

New v 7 GetMail <= Reply <3 ReplytoAl = Forward [fDelete S Move U@ spam /& Print (5 Qo

[%] cLOSE  Secure Web Delivery Password Reset Notification "Secure Email”
+ Add to Address Book

~ Sent By: "Secure Email” <secure.email@tn.gov> On:Aug 08/0/12 9:15 AM

To: lagenejohnson@comcast.net

Do not reply to this email.

Your request to reset the password has been processed on 08-10-2012 09:15:59. Following below is a temporary
password and a link to reset your password.

New Temporary Password = jx4165sC
Reset Password Link = https://swd.tn.gov/swm/login.do?
method=resetPassword&id=bGFnZW5lam9obnNvbkBib21jYXNOLmS1dA==

Passwords must be a minimum of 8 characters in length. Longer is more secure and it is recommended that
passwords be a mixture of alpha and numeric characters to provide strong security.

If you have not requested for a password change please ignore this message.

nd Regards from the State of TN Secure Web Delivery Email Encryption Team.




cessing [secure email] from the Secure Web Mail por
(cont.)

our internet browser will
)en to the screen where

| will type in the

norary Password that
ceived in the Secure
ivery Password
ication email.

McAfee Secure Web Mail

Reset password Secure Web Mail.

vord that

aje

User Name: | |agenejohnson@comcast.net

Temporary Password:

Password:

Confirm Password:

Disclaimer



essing [secure email] from the Secure Web Mail po
(cont.)

Information

r internet browser will open
formation screen
ing your password was
Your password has been changed successfully. Click on

d successfully. —
the "View Message” in the email to login with new

\ ecu re Web password to view messages.
ion email, and

L]
oya . k . McAfee Secure Web Mail

|[[ Resst




Working with
[secure email]

inside the

Secure Web Mail
portal



king with [secure email] inside the Secure Web Mail pc

_.ure Web Mail - Windows Internet Explorer

EEIEEE B

fe Edit View Favorites Tools Help

X Gougle{ VI-:lSear\:h'--mShale| More > Signin 9
x @ Convert v [ Select
| x IQ' Search ) |8 Amazon % YouTube [ 79° Nashvile, TN ~ g News ~ ) Fun Games ~ EJ @, Options

Jr Favorites | <5 @ HTTP... @D DIDD.. @ Job.. @ Stra.. @ Tenn.. ] Welc.. @) DIDS... & Home... ] Stat.. & TN.g.. & Tenn...
| @ Mcafee Secure Web Mail [ ] %y v B v d®m v Pagev Safetyv Tookv @~

McAfee Secure Web Mail

2 Refresh [ keReply [ [gnelete SyPrint [JPreview ~

[ From Subject Date Size

ray.smotherman@tn.gov [secure emai] to L] yahoo and RS yahoo Fri, 10 Aug 2012 10:56:23 4.653KB
renee.johnson@tn.gov [secure email] test from web outlook at home Sat, 11 Aug 2012 13:53:55 1.935 KB

[[] ray.smotherman@tn.gov [secure email] attachment attached Fri, 10 Aug 2012 09:33:03 43.1KB

[F] ray.smotherman@tn.gov [secure email] Test Test Fri, 10 Aug 2012 09:06:16 4.603KB

[4 4 |Paget oft| » Pl | & |show[2s "v Emails per Page Displaying results 1 - 4 of 4
[secure email] to L] yahoo and RS yahoo fis] Show Header | | @ Heb |

ray.smotherman@tn.gov
Date: Fri Aug 10 10:56:23 CDT 2012
To: lagenejohnson@comcast.net

Ray Smotherman

Dept. of Intellectual and Developmental Disabilities
Division of Information Systems,

Quality Assurance Unit, Training

275 Stewarts Ferry Pk, Spruce Cottage, Room 1104
Nashville, TN 37214

615-290-0247 Office / 615-391-9841 Fax

Or 1eCnNItal SUppoIt prease eman vivunelpDesk@tn.gov or call 615-391-9840 / 877-589-3711

@ Internet | Protected Mode: On




ing with [secure email] inside the Secure Web Mail portal (

Search <|r Ask Facebookv > ) o :\Amuon L

h a S tWO S e Ct i O n S | Favories | 4 @HTTP... @DID.. @ Job.. & Stra.. & Tenn.. &] Welc... @ DIDS... £] Home... & Stat.. @ TN.g.. & T

8 Mchfee Secure Web Ml [

McAfee Secure Web Mail

1 displays the E—

L]
. e Ct From Subject Date

ray.smotherman@tn.gov [secure email] to L yahoo and RS yahoo Fri, 10 Aug 2)
renee.johnson@tn.gov [secure email] test from web outlook at home Sat, 11 Aug
) ray.smotherman@tn.gov [secure email] attachment attached Fri, 10 Aug 2
ray.smotherman@tn.gov [secure email] Test Test Fri, 10 Aug 2}

[4 4 |Page1 of1| » bl | @ | show|2s ;v‘EmaisperPage

[secure email] to LJ yahoo and RS yahoo

ray.smotherman@tn.gov

Date: Fri Aug 10 10:56:23 CDT 2012
To: lagenejohnson@comcast.net
Ray Smotherman

Dept. of Intellectual and Developmental Disabilities
Division of Information Systems,

Quality Assurance Unit, Training

275 Stewarts Ferry Pk, Spruce Cottage, Room 1104
Nashville, TN 37214

For Technical Support please email DIDDHelpDesk@tn.gov or call 615-391-9840 / 877-589-3711




ing with [secure email] inside of the Secure Web Mail portal (c

only options available
 Inbox of the
eb Mail portal are:

R I N
R - ‘_, w i McAfee Secure Web Mail

A a e
L ™ ey ol
u.'. ’/ 'y “." ‘/'/‘.n .‘o

]'- Inbox
ZRefresh [ = RdReply [:4 EgDelete (S)Print [=]Pre

From Subject
ray.smotherman@tn.gov [secure email] to LJ yahc
renee.johnson@tn.gov

[secure email] te




ing with [secure email] inside of the Secure Web Mail portal (c

en replying to a |
age in the Inbox, £

File Edit View Favorites Tools Help

oly is only sentto  ~ <« :

x @Convert v [ Select

il address that = — R g

¢ Favorites | <5 @ HTTP.. @ DIDD.. & Job.. @ Stra.. @ Tenn.. | Welc.. @ DIDS... @] Home... @] Stat..
mail message.

any

3§ Sh

':',l Search ~-

]

& McAfee Secure Web Mail [ I

McAfee Secure Web Mail

| Inbox | Reply x|
[Lglsend CZAttach EgCancel
To: | ray.smotherman@tn.gov
Subject:  RE: [secure email] attachment attached

:T&h{wﬂw.’: ‘ B /7 U | A. A' ‘ H (ﬁi”

From: ray.smotherman@tn.gov

Sent: Fri Aug 10 09:33:03 CDT 2012

To: lagenejohnson@comcast.net

Subject: [secure email] attachment attached

Ray Smotherman
Dept. of Intellectual and Developmental Disabilities
Division of Information Systems,

Quality Assurance Unit, Training

Stewarts Ferry Pk, Spruce Cottage, Room 1104
ille, TN 37214




ng with [secure email] inside of the Secure Web Mail portal

g documents when

McAfee Secure Web Mail

| Reply
tach. 3  [gsend CgAttach [gCance

To: | ray.smotherman@tn.gov

Subject: | RE: [secure email] to L) yahoo and RS yahoo

d Panel
vse to

File: | C:\fakepath\Secure Email Instructions.doc

| Attach ||




g with [secure email] inside of the Secure Web Mail portal

; =

attaChin g the file ) Files are Processed Successfully on the server
ccess window ]

aar. Click OK.

: S

J € McAfee Secure Web Mail

McAfee Secure Web Mail

| Reply x
[glsend EZAttach (g Cancel
To: | ray.smotherman@tn.gov
Subject: | RE: [secure email] to L) yahoo and RS yahoo

Attachment(s). Secure Email Instructions.doc £3

tTah-Jrn-a | B 7 U| AN 1] & I

From: ray.smotherman@tn.gov

Sent: Fri Aug 10 10:56:23 CDT 2012

To: lagenejohnson@comcast.net

ubject: [secure email] to LJ yahoo and RS yahoo




g with [secure email] inside of the Secure Web Mail portal

| Reply
P  [gsend [ZAttach gCancel

To: | ray.smotherman@tn.gov

Subject: | RE: [secure email] to L) yahoo and RS yahoo

Information Ti!‘

Message queued for delivery

ook |




ing with [secure email] inside of the Secure Web Mail portal (c

ect MEeSSages - Inbox l
deletion. @Refresh [ compose ReReply [ gpelete SyPri
DELETE. .
ray.smotherman@tn.gov
mation

Subject
[secure email]

rlnformation [ ]

9 ) Checked email(s) will be deleted from the server. Do you want to continue?

. Yes || N |




Notifications

from
Secure Web Mail portal
for
[secure email]



Notifications from Secure Web Mail portal for [secure email]

e When an email in the portal has not been opened
at least two calendar days from the date received,
a notification message is sent to the receiver of
the [secure email] that the message has not been
opened. Notifications are currently generated
every two days until the message is opened or
deleted.

 All messages are deleted from the [secure email]
inbox once they are fourteen (14) calendar days
old. Notification messages are not sent for
automatic 14 day deletions.
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Notifications from Secure Web Mail portal for [secure email] (cont.)

Automatic “Out of Office” replies are not
sent/generated from within the Secure Web Mail
portal.

Example:

State email address sends email to non state email address
who has an automatic ‘out of office’ reply setup.

The state email address does not receive the automatic
‘out of office’ reply back into the state email system. This is
because the secure email went to the portal and not directly to
the non state email address

However, when in the portal and sending & receiving
messages though the portal, you may see automatic ‘out of
office’ replies.
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Support for [secure email]

tate Employees an
n State Employe

an email




