Your computer has been locked Ransomware is computer infection that prevents you from
accessing your Windows desktop, files, or applications until you pay a $300 ransom to the
malware developers. This ransomware pretends to be a lock screen placed on your computer
by the Department of Justice, Department of Homeland Security, and the FBI that states child
pornography was detected on your computer. It then proceeds to state that you will face a
$250,000 fine imprisonment from 4 to 30 years unless you pay a fine in the amount of $300.

As explained in this great blog article and site, this infection will also check your web browser
history to see if you accessed certain sites. If you have, it will include the list of matched web
sites in the lock screen to further scare you into thinking that your activities have been
monitored. Once again, this is just the infection accessing your browser history and you do not
have to be concerned about it.
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The text of the Your computer has been locked Ransomware lock screen screen is:
Your computer has been locked!
Your computer has been locked due to suspicion of illegal content downloading and distribution.

Mentioned illegal content (414Mb of video files) was automatically classified as child
pornographic materials. Such actions, in whole or in part, violate following U.S. Federal Laws:
18 U.S.C. 2251 - Sexual Exploitation of Children (Production of child pornography)

18 U.S.C. 2252 - Certain activities relating to material involving the sexual exploitation of minors
(Possession, distribution and receipt of child pornography)

18 U.S.C. 2252A - certain activities relating to material constituting or containing child
pornography.

Any individual who violates, or attempts to violate, or conspires to violate mentioned laws shall
be sentenced to a mandatory term of imprisonment from 4 to 30 years and shall be fined up to
$250.000.

Technical details:

Involved IP address: <ip address>

Involved host name: <computer's host name>
Source or intermediary sites:

All suspicious files from your computer were transmitted to a special server and shall be used
as evidences. Don't try to corrupt any data or unblock your account in an unauthorized way.

Your can be classified as occasional/unmotivated, according to title 17 (U.S. Code) 512. Thus is
may be closed without prosecution. Your computer will be unblocked automatically.

In order to resolve situation in an above-mentioned way you should pay a fine of $300.
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